Smart City Legal Compliance

¢ Regulations pertaining to Innovation and Communication Technologies.
¢ Data Protection Laws and Compliance.

® Privacy Laws.

® Cyber Security and Information Technology Law Compliance.

¢ Environment Protection Legislations.

¢ Intellectual Property Rights Compliance andiLicensing.
¢ Banking and Finance Laws.
¢ Procurement Rules.

¢ Laws regulating Energy.
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Qj\Cyber Crime Investigation

® Personal Data Security

¢ Mobile Call analysis

¢ Social Media Investigation
®Web Investigation & Security
®Hacked Email Investigation
®Hacked Social Media Accounts Investigation
® Data theft investigation

Cyber Forensics

e Operating Systems Forensics

® Data Forensics Recovery

®File Security and Recovery

® Smartphone Forensics

® Mobile call analysis

*Web Forensics and investigations

e Detection of media from.smart phones
o Detection of Text messages froq\ mobile phones

Cyber Security Services

© Mobite Application Audits

®Network Security Audits a

o Web application'and Software Audits

e Cyber Security Advice

e Cyber Security Deployment and Implementation.

® Phishing Simulation =
o VAPT
o Cyber Disaster Management -

®Cyber Incident Response
®GAP Assessments

Social Media Crimes

®Filing of police cases and represent parties in trials in cases of Cyber Defamation,
Identity Theft, Hacking & Unauthorised Access of Social Media Accounts and Intellectual
Property Rights Infringement.

®Drafting the Terms of Use, Disclaimers and Privacy Policies for Social Media Platforms.

Blockchain Legal Compliance

e Drafting & Enforcing Smart Contracts

®| egal Compliance in developing Blockchain Applications

e Ownership of Intellectual Property in Blockchain

e Data privacy of end users

e Working with Decentralised autonomous organisations in Blockchain.

Artificial Intelligence Legal Compliance

o Legal guidelines in Artificial Intelligence system Use Cases as well as Data Standards.
®Enabling organizations to get legally secure while developing or distributing artificial
intelligence-based products.

Legal Compliance in FinTech
® Cryptocurrency and Blockchains.
® Drafting of legal documents and compliance in FinTech along with Cyber risk assessment of FinTech offerings:
¢ Implementation of suitable Cyber Security and Risk mitigation measures.

Digital Healthcare Compliance

® Legal guidance for technical standards for organisations who are developing Digital Health Care systems.

® HIPAA compliance and Data privacy frameworks for health and medical data.

® Guidance for making administrative Cyber Security standards for HealthCare Institutes.

¢ Information Technology Law Compliance Audits for Hospitals and Healthcare Institutions.

® Trainings in Best Practices in Cyber Security and Cyber Forensics for Hospitals.

® Service of Privacy Law Compliance Audits and Advice in this space to enable Hospitals to be always
compliant with Privacy Laws and Standards applicable to them.

® Handle Litigation cases/get Court orders in case of Medical Data Breaches or Unauthorised Access
of Patient Databases.

® Help organisations for Stored Data format Standards as well as Data Access System Security Standards.

Online Reputation Management

eTerms and Conditions/Guidelines Violations
© Copyright Infringement - Take down notice
®Court Order

o Cease and Desist Notice

Digital Entertainment & Media Laws

o Drafting/Vetting Pre-production Agreements

e Drafting/Vetting Production Agreements

e Drafting/Vetting Performers/Artist Agreements

o Drafting/Vetting Agreements related to Music Acquisition and
e Distribution Drafting/Vetting In-Film Branding Agreements
® Drafting/Vetting Distribution Agreements

o Drafting/Vetting Marketing/Promotion Agreement
 Copyright/Trademark Protection

®Takedown of infringing content

® Drafting Licensing Agreements

® Drafting Internet/Digital Distribution Agreements

® Drafting Endorsement Contracts

S_ectors Wc_e Work In

:l \\el‘ \\. "; {‘ﬁt \‘. AI ",--~\\ - "a"~\\

'\l‘ Insurance VAR gillng‘(ng:;d : 7& : Education
il IT & ITES ‘. ) Pharmaceutical iy : /'@ Conglomerates
ii ‘.@:‘3 @ Blockchain .N¢ ! & NGOs

T . ¥ -7 *« Banking o2 Real Estate,
E I{\s‘lllal:r;’lll(f:%cturmg ¥ ol ' (¥ and Financial : i} : Construction &
S -, «._. sector ...+ Hospitality

Data Targe

We are the Only organization offering comprehensive Data Audits mandated by the
Indian Digital Personal Data Protection Act, 2023.

Our offerings under Data Targe specifically designed to meet the compliance needs
of the Digital Personal Data Protection Act, 2023 are:

Legal Services Technical Services Trainings / Certifications:
® L egal Advice pertaining to Indian ® Data Security advice & implementation ' ®Indian Digital Data Protection
Personal Data Protection Act- Officer (DPO) Certification

Applicability & Compliance.

Guiding You at each step to enable ® Security in Data handling and

e o eData Incident & Response

organisation to be compliant. Professional Certification

e Drafting of policies and framework ® Privacy tools deployment & e Certified Indian Digital Data
mandated under the Act-Data implementation Protection Compliance
Protection Framework, Data Security Professional
Policy, Data Mapping Policy, Data
Handling Policy, Data Access Policy ¢ Consent Management
LEtc.

® Dark Web Monitori
®Legal Representation before Authorities Sl b e

and Judicial Forums in cases of Data .
breach or non-xomliance of the Act. ®VAPT and Data Loss Prevention

Few of Our Esteemed Clients
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WEBSITES:
www.cyberjure.com x www.puneetbhasin.in
www.cyberjureacademy.com » www.datatarge.com

MUMBAI OFFICE:
A-701, Neelkanth Business Park, Nausena Vihar Road,
Off. Santacruz Chembur Link Road, Vidyavihar (W) - 400086, Mumbai.
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Cyberjure
Legal Consulting

We simplify Cyber / Technology Laws

www.cyberjure.com



FOUNDER

Puneet Advocate Bhasin is a Pioneer in Cyber Laws in India and Awarded the
Best Cyber Lawyer in India.

She is an advisor to the Rajya Sabha Committees on Internet laws and
Recipient of 9 National Awards for contribution in Cyber laws.

She has presented as Expert in Cyber Laws before:
Amendments to the Information Technology Act & drafting of New Legislations
Rajya Sabha Committee on Online Pornography Regulation in India
Recommendations for formulation of the Indian Data Protection Law
Recommendations for Crypocurrency regulation & Online Gambling Laws

ADVOCATE
PUNEET BHASIN

Recommendations to National Commission for Women on “"Cyber Crimes against Women"

Ms. Puneet is a well known Author in Cyber laws with her Best seller bool on Laws Regulating Social Media
Intermediaries and her articles are published routinely in News Papers and Online portals whereby she
shares her views on issues and latest updates in the digital crimes and privacy space. She is also routinely
featured on leading news channels like BBC, CNBC, Zee News, DD News etc for her views and
recommendations. Ms. Puneet launched Cyberjure Academy in 2018 to develop Industry skill sets in EU
GDPR Compliance, Cyber laws, Cyber Crime Investigation and Data Protection Compliances and till date has
trained over 400 CXOs and Professionals. She is a mentor to over 4000 aspiring professionals and law
students all over the globe whom she guides.

With over 400+ Clients globally she is among the most sought after and trusted lawyer in the Cyber laws and
privacy matters.

B.L.S.LL.B.-Government Law College (Mumbai)

LL.M. Mumbai University Specializing in E-commerce Laws and Cyber Crimes
Certified in Managing Cyber security Risk from Harvard University.

Global CIO Certification from Indian School Business (ISB), Hyderabad.

P.G. in Cyber Laws

Certified Cyber Crime Investigator

Certified in Ethical Hacking and Cyber Security

ABOUT US

We specialize in Cyber laws and its application in the Indian and International scenario and have a reputed
and established specialized practice in this field. We are pioneers in the field of Cyber laws in India and our
Founder Advocate Puneet Bhasin has laid the foundation of practice of Cyber laws in India.

Our practice in Cyber laws encompasses Cyber Crimes Cases handling, Data Protection Law & Privacy
compliances, Data Security, EU GDPR Compliance, E-commerce laws, IPR in cyberspace, Blockchain laws,
Online Gaming & Gambling Laws, Crypto cases, Al and loT Laws, Cyber security and Cyber forensics.
Cyberjure Legal Consulting is the only law firm specializing in Technology & Data Protection laws and
Cyberjure Academy which is an institute offering 15 courses/trainings on various aspects ofTechnology
laws& Data Protection. DataTarge being our latest venture having specialized offerings for all Organizations
with respect to Legal and Technical compliance services for Indian Data Protection Law of 2023.

Our Cyber Crime litigation practice is well-established in India and we represent major Nationalized banks
along with MNCs and leading Companies in Cyber Crime complaints filed against them or by them all over
India.

We have vast experience in formulation and drafting and implementation of Cyber Disaster Management,
Enterprise Cyber Risk Management, Data Security Policies, Data Mapping Policy, Data Access & Data
Handling framework, Data Protection & Privacy Frameworks, Cyber Security Policies and Bring Your Own
Device Policies for Companies.Most Nationalised Banks, Multi-National Corporations and Companies are
our clients for Cyber Crime cases along with Information Technology

SERVICES

o

Cyber Crime Litigation
2 RERCRERE )
Cases 2

J
Q
g
g

. g

GDPR

(General Data Protection
Regulations) Legal
Compliances

Digital Personal Data
Protection Act, 2023 Legal
& Technical Compliances

Blockchain Legal Compliance

heammw,

== & Cryptocurrency Legal Cases
2 Information Technology — .
o= Law Audits
€, PR In Cyberspace Pt
s Online Gaming & Gambling
& Laws 2
2 Internet Of Things (loT) Laws @+ i
.-——"'."‘.
W City Legal Compliance o

e

&

Legal Compliance in FinTech @ e

Artificial Intelligence Laws

Digital Health Care
Compliance (HIPAA)

Digital Legacy
Management

Data Audits
Online Gaming Laws
Social Media Crimes
Dark Web Monitoring

Online Reputation
Management

Digital Entertainment
and Media Laws

Cyber Forensics

VAPT

Data Security &
Data Loss Prevention

Cyber Security

E-Commerce Legal
Compliance

Cyber Crime Investigation
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SPECIALIZATIONS

Cyber Crime Cases

Cyber Crime Litigation before Adjudicating Officer, Cyber Appellate Tribunal, Criminal
Courts and High Court (Appeal matters) & Supreme Court of India.

Pre-litigation handing of Digital evidence and preparation of the same for production in
Court of Law Digital Evidence

Indian Data Protection Law Compliance Legal compliance
Legal Advice on project or annual retainer basis for Indian Digital Personal Data

Protection Act, 2023.

Drafting of Legal Policies and Frameworks mandated under the Act.

Drafting of Agreements for Data Processors and other stake holders.

Legal Representation before Authorities and Judicial Forums in cases of data Breach or
non-compliance of the Act.

Data Audits.

DPO as a service.

Advisory for Data Protection Impact Assessments.

Technology Law Compliance

Information Technology Law compliance Advice and GAP Analysis.
Intermediary Guidelines and Digital Media Ethics code of 2021 Compliance.
Reasonable Security Practices Compliance.

GDPR Legal Compliance

Guidance on legal obligations attached with collecting, processing and storing data according
to legislations under many special categories, enabling an organisation GDPR compliant and
guiding you through the way.

Making a road map for your system development such as how to perform data recovery,
providing documents of research, findings, decisions, actions and risk to data.

Analysis & detailed description with respect to which data needs to be regulated in software
and access control to data.

Analysis of critical data and risk to such data along with procedure needed to be followed with
review of policies and procedures attached with such risk.

Analysis of other risks to data as per business model of Company.

Trainings in GDPR compliance for Companies.

E-commerce legal compliance

Drafting of Terms and Conditions, Privacy Policy, Disclaimer, Vendor Agreements,
Technology Transfer Agreements, Data Transfer Agreements and Intellectual Property
Rights Assignment Agreements.

E-Commerce Compliance with respect to Digital Personal Data Protection Act, 2023.
Legal Advice with respect to Taxation and legality of Business Strategy in cyberspace.

loT Legal Compliance

Privacy Impact Assessment.

Information Technology Law Compliance Audit.
Implementation of Privacy by Design and a Privacy by Default.
Adoption of Security by Design Methodology.



